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********** START OF 1st CHANGE **********
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 33.501 (Release 15): "Security architecture and procedures for 5G system".

[3]
3GPP TS 33.117: "Catalogue of general security assurance requirements".

[4]
3GPP TS 23.003: "Numbering, addressing and identification".

[5]
3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3".

[6]
3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".
[yy]
3GPP TS 38.413: “NG-RAN, NG Application Protocol (NGAP)”.
********** END OF 1st CHANGE **********
********** START OF 2nd CHANGE **********
4.2.2.X
RRCRestablishment in Control Plane CIoT 5GS Optimization

Requirement Name: RRCRestablishment in Control Plane CIoT 5GS Optimization
Requirement Reference: TS 38.413 [yy], clause 8.3.8.2

Requirement Description: "Upon receiving the RAN CP RELOCATION INDICATION message, the AMF shall authenticate the request using the NAS-level security information received in the UL CP Security Information IE and if the authentication is successful initiate the Connection Establishment Indication procedure including NAS-level security information in the DL CP Security Information IE.

In case the AMF cannot authenticate the UE's request, the CONNECTION ESTABLISHMENT INDICATION message does not contain security information, and the NG-RAN node shall fail the RRC Re-establishment. 

In case of authentication failure, the NG-RAN node and the AMF should locally release the allocated NG resources, if any." as specified in TS 38.413 [yy], clause 8.3.8.2. 
Threat References: TR 33.926 [5], clause K.2.X.1 –Failed Verification of UE Identity during RRC Reestablishment Procedure for CP CIoT 5GS Optimization.

Test Case:

Test Name: TC_AMF_REEST_CP_CIOT
Purpose: To verify that the verification of RRC Reestablishment is applied correctly.
Pre-Condition: 

Test environment with UE and ng-eNB, which may be simulated. The UE is using Control Plane CIoT 5GS Optimization.
Execution Steps: 
A.
Test Case 1

1) The UE sends the RRC Connection Reestablishment Request message to the ng-eNB.
2) The ng-eNB sends RAN CP RELOCATION INDICATION message to the AMF.
B.
Test Case 2
1) The UE sends the RRC Connection Reestablishment Request message to the ng-eNB.
2) The ng-eNB sends RAN CP RELOCATION INDICATION message to the AMF. The ng-eNB modifies UL NAS MAC in UL CP Security Information
Expected Results:  

For test case 1, the AMF sends CONNECTION ESTABLISHMENT INDICATION to the ng-eNB, and DL CP Security Information is included.
For test case 2, the AMF sends CONNECTION ESTABLISHMENT INDICATION to the ng-eNB, and DL CP Security Information is not included.
Expected format of evidence:

Evidence suitable for the interface, e.g., Screenshot containing the operational results.
********** END OF 2nd CHANGE **********
